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TELECOMMUNICATIONS

REMOTE
ACTIVATED
DEVICES

EXCHANGE TAPS

SLAVES
DIRECT TAPS

SPURIOUS
EMISSIONS

INDUCTION COILS

DIALED NUMBER

— RECORDERS
FACSIMILE INTERCEPTS

INFINITY TRANSMITTERS
MODEM TAPS

RADIO FREQUENCY
FLOODING

TAPE RECORDER

HOOKSWITCH BYPASSES
= RESISTANCE

= CAPACITANCE

= DIODE

= NEON BULB

DROP-IN
MICROPHONE
TRANSMITTERS

INDUCTIVE LINE TAPS

PARALLEL
TRANSMITTERS

REMOTE PROGRAM

HARD WIRE ACCESS (RMATS)

BRIDGE TAPS
SOFTWARE
BRIDGE TAPS

SYSTEM DIALED NUMBER
RECORDER (SMDR)
AUTOSTARTS

BUSY VERIFICATION
EXECUTIVE OVERRIDE

ACOUSTIC RINGERS

PHANTOM CIRCUITS

SERIES TRANSMITTERS

RESONANT RINGERS

KEEP ALIVES

\HARDWIRED MICROPHONES

MICROCASSETTE
TAPE RECORDERS

VIDEOCAMS
(Wired & Wireless)
.

]

(==

CONTACT / SPIKE

MICROPHONES VAN ECK

COMPUTER
INTERCEPT

DATA

STORE & BURST / LISTENING

RECORDERS

TAPS  pROMISCUOUS MODE

SNIFFER SOFTWARE

HANDS-FREE
INTERCOM

LIVE MIKES EAVESDROPPING

WIRELESS INTERCEPTS

ACOUSTICAL DUCTING

—TELEPHONES—
= CELLULAR (Car / Handheld)
= CORDLESS (Business / Residential)
« AIRLINE IN-FLIGHT
= CRUISE SHIP

COMPUTER LAN TAPS

TIMER CONTROLLED
DEVICES
VOICE

ACTIVATED
DEVICES

-
OPTICAL SURVEILLANCE

= INFRARED TRANSMITTERS
= TELEPHOTO PHOTOGRAPHY
= VISUAL SURVEILLANCE

= LIP READING

ANALYSIS

FIBER OPTIC

N | MICROPHONES

EXTERNAL
LASER
BOUNCE }+|
MICROWAVE
RESONANT
CAVITY
DEVICES

WIRELESS MICROPHONES

PIEZO FILM
MICROPHONES

OFFICES

| SPREAD
' SPECTRUM
| TRANSMISSIONS

' POWER LINE TRANSMITTERS
i (Carrier Current Transmission)

LAN PROTOCOL

COMPUTERS

= TRAIN
= LONG DISTANCE (Satellite / Microwave)

—APPLIANCES—-
= ROOM (BABY) MONITORS
= INTERCOMS

—PAGERS—
= VOICE
= TEXT
= NUMERIC

—BUSINESS EQUIPMENT—
= WIRELESS STAGE MICROPHONES
= COMPUTER PROJECTION SYSTEMS (some)
= LARGE SCREEN TV PROJECTORS (some)
= SPEAKERPHONES - Wireless / IR
= VIDEO-CONFERENCING TRANSMISSIONS
= WIRELESS LANS

N.B.
Thisis not a complete list of vulnerabilities.

These are just a few spy tricks. There are hundreds more.

Fortunately — espionage is preventable. For further information about pro-active programs
to combat espionage, electronic eavesdropping and wiretapping, please contact us.
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